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OPTAHIBAIIA JOCTYIIY 10 JAHUX B SCADA-CUCTEMAX
3A JOITOMOI'OIO MICROSOFT SQL SERVER

CyuacHi cucmemu Kepy8anus PisHUMU MEXHOLOSTUHUMY 00 €EKmamu, onepayiamu i npoyecamu, ocooIuso
00CMAamHbO CKAAOHUMU, NPAKMUYHO 3AB8HCOU NOMPEOYIOMb 308HIUHBLO2O KOHMPOIIO. [ 30ilicHeHHs maKo2o0
KOHMPOTIO € NPEeKpacHo npayrouull «mexanizsmy y suenadi SCADA-cucmem. Ane y deskux sunaokax, Koau
BUKOPUCIOBYEMbCA HE3HAUHA KLIbKICb MEXHONOSIYHUX napamMempie ma oOuH-08a pisni inmepdeticu / npo-
moxonu, ichyoui SCADA-cucmemu 8i0omux 8upoOHUKIE MONCYMb OYMU HAOIUUKOBUMY, MAK 5K He 6CI ix
MOHCIUBOCHIE MOXNCYMb Oymu nompioni. Sk ooun 3 eapianmie cmeopenns enachux SCADA-cucmem (nio 3adaui
NEeBHO20 HEeBENUKO20 BUPOOHUYMBA) € GUKOpUCTHAHHA Mo8u npoepamyeannsi C#. Ilepesacoro makoeo nioxooy
€ me, wo 8 pesynomami moxcua ompumamu SCADA-cucmemy came nio ceoi supobruui 3adaui. OOHiew 3
dyuryiit SCADA-cucmem € poboma 3 0anumu, siKi OMPUMYIOMbCA IO 4acC 8UPOOHUYMEA (8XIOHI cueHaau i
0amuuKie, GUXIOHI CUSHANU HA BUKOHABYT MEXAHIZMU [ pe2yItotoYi Opeanu, CUSHALU NPO NOPYULEHHS PEXCUMIB
pobomu mowo). Taki 0ani NOCMIHO 3MIHIOIOMbCS, YACMO X HeOOXIOHO HAJIHO 30epicamu | Mamu MONCIU-
gicmb ompumamu 00 HUX 00Cmyn 8 OyOv-aKuii Mmomerm dacy. B nposedernomy 0ocniodiceni 610 noka3aHo, ujo
ons docmyny 00 oanux 6 npoyeci eupoornuymea 3i SCADA-cucmemu moosicna euxopucmamu Microsoft SOL
Server 6 axocmi cepsepa SOQL-6a3 0anux, a maxodic Koo HegeluKo20 po3mipy Ha Mogi npoepamyeanus CH, axuil
0036015€ gukoHysamu nompioui komanou Transact-SQL. Ilepesaza maxozo docmyny nonsizae 8 momy, wjo C#,
SK CYUACHA MOBA NPOSPAMYBAHHSA 3 DA2ambMa MONCIUBOCMAMU, Ma€E 80y0o06aHi 3acobu docmyny 0o SQL-6a3
O0aHUX, i OCHOBHOIO 3A0ayet0 PO3POOHUKA 8 MAKOMY 8UNAOKY € iX ehekmusHe sukopucmanus. [Jo makux 3aco-
0i6 sionocamucs, 30kpema, 60yoosani 6 C# knacu SqlConnectionStringBuilder, SqlConnection, SqlCommand
i Oeski inwi. Bonu oOoseonsioms, euxopucmosylouu memoou ExecuteNonQuery(), ExecuteScalar() i/abo
ExecuteReader(), euxonamu npaxmuuno 6yov-saxy xomanoy Transact-SQL.

Knrouoei crosa: baza oanux, kiac, ob’ekm Kepy8awHs, NPOMUCLOBA ABMOMAMU3AYIS, De3YIbIyryull
HaOIp, MeXHON0SIUHULL napamemp.

INocranoBka npodaemu. SCADA-cuctemu (adp.
Big anm1. Supervisory Control and Data Acquisition,
orepaTvBHE KepyBaHHS 1 30ip JaHWX) — I MaKEeTH
nporpam, siKi IpU3Ha4YeHi Ui po3poOKH 1/abo 3a0e3-
MeYeHHs1 poOoTH cucteM 300py, 0OpoOKH, BimobOpa-
KCHHS 1 apXiByBaHHS JaHUX PO 00’€KT KepyBaHHS
(00’ext aBTOMaTu3aii) [1]. Bonu € yactuHoO cucTeM
MPOMUCIIOBOI aBTOMAaTH3allil Ta MOXXYTb BUKOPUCTO-
BYBAaTHCS IPAKTUYHO B YCiX TAIy35X IPOMHUCIIOBOCTI.
SCADA-cucremMu MOXyTh OyTH SIK CaMOCTIHHUMH
CHCTEMaMH, TaK 1 BXOAUTH 10 CKJIaly 1HIIMX CHCTEM
(aBTOMAaTH30BaHUX CHUCTEM KEpPYBAaHHS TEXHOJIOTiU-
HUMH TpOLeCaMu/MiINPUEMCTBAMH, CHCTEM aBTO-

Maru3anii OyaiBesb «PO3yMHHUH IiM», CUCTEM MOHi-
TOPHHTY €KOJIOTIYHOTO CTaHy AOBKIJUISA 1 Tak Jaii).
OnauMm 3 «HenponikiBy SCADA-cucreM, ski mpo-
MIOHYIOTh Pi3HI BiAOMI BUPOOHWKH, € TXHS HaJJIHII-
KOBICTh — IS B3a€MOJIl 3 00 €KTOM KepyBaHHS HE
MOTPiOHI BC1 MOXIIMBOCTI, SIKi TaKi CHCTEMH MarOTh
(BIAMOBITHO, BApTICTh TAKUX CHCTEM YacTO € JIyKe
BHCOKO10). ToMy IIpu HEBENHKil CKIaJHOCTI 00’ €KTa
kepyBaHHs 1HOmI JouiabHO SCADA-cucteMu pos-
pobnsiti camocTifino. OmHA 3 HEOOXITHMX CKIIAIo-
Bux Takux SCADA-cucteM — 0a3a gaHuX, B SKii
MOXYTh 30epiratucsi NaHi Mpo, HANPUKIAJ, pPi3Hi
TEXHOJNOTiYHI mapaMeTpu. Jlo cucteM KepyBaHHA
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TakuMH 0a3aMU JTaHUX BUCYBAIOThHCS KiJIbKa BUMOT.
[To-nepimie, yacTo HEOOXiAHO B «pPEaTbHOMY 4aci»
MaTH JOCTYII JIO 3HaYCHb KUIBKOX JCCATKIB 1 COTeHb
TEXHOJIOTIYHUX TapaMeTpiB; IO Apyre, HEOOXiTHO
3a0€3MeYNTH BHCOKY HATIHMHICTh 30€peKECHHS TaKHX
maHux. TakuMu cucTeMamMyu MOXYTh OyTH CHCTEMH,
SIKi BUKOPUCTOBYIOTh MOBY CTPYKTYPOBaHUX 3aIlUTiB
Structured Query Language (SQL).

AHani3 ocTaHHIX AochaimxkeHb i myoOuikamiii.
SQL-06a3u manux € HaaiitHIM 3ac000M IS 30epiraHHs
JAHUX PI3HOTO TIPW3HAYEHHS 1 PO3MIpy, SIKi MOXYTh
Oytn mpexncraBieHi B pisHuX (opmarax [2]. s
noctymy 10 takux SQL-0a3 BUKOPHUCTOBYIOTHCS CHC-
TEeMH KepyBaHHs 0a3aMy JaHWX Pi3HUX PO3POOHUKIB,
Haioinem BigoMuMH 3 gkux € IBM DB2, Microsoft
SQL Server, MySQL, Oracle, PostgreSQL i meski
iami. Cepen HUX, 30KpeMa, OJHIEI0 3 TIPOBITHHUX CHC-
TeM KepyBaHHs1 6a3amu fanux € Microsoft SQL Server.

I3 Microsoft SQL Server TicHO iHTerpoBaHa mpo-
rpama Microsoft SQL Server Management Studio,
sKa JIO3BOJISIE MIBHJKO 1 YK€ 3PYYHO CTBOPIOBATH
0a3n gaHuXx, TaOMUIl, KypcopH, OYHKITI 1 1HII efe-
MeHTH 0a3 maHux. AJe Ui JocTymy A0 0a3 maHuXx 3i
CTOPOHU KITI€HTIB TaKa porpama He JyxKe MiAXOAUTh
yepe3 HEMOXKJIMBICTH CTBOPEHHSI 3Py4YHOTO iHTEp-
Geiicy 3 KIi€HTaMH, KOXHHIA 3 SIKAUX [TOBUHEH BHpI-
IITyBaTH caMe CBOI crierudidHi 3a1adqi.

OpmHnM i3 3py4yHHX 3ac00iB A gocTyiy 10 SQL-
0a3 maHWX, 30KpeMa, CTBOPEHUX 3 BUKOPHCTAHHSIM
Microsoft SQL Server, € MoBa nporpamyanus C# [3,
4]. To-nepie, BOHa MIATPUMYETHCS TI€IO K CAMOIO
Microsoft. Ilo-mpyre, 3aBmskm Ttexnomorii .NET
MO’KHA OpTaHi3yBaTH MBUAKAHN 1 HAMIWHAN TOCTYII IO
Takux 0a3. Taka MIBUIOKICTE 1 HATIHHICTD TOCATAETHCS
3a paxyHOK TOTO, III0 MOBa nporpamyBaHHs C# yTpu-
My€ KiJlbKka BOYIOBaHUX KJIACiB, MPU3HAYCHUX LIS
pobotu came 3 SQL-0a3amu nmanux. 3okpema, Kiac
SqlConnectionStringBuilder mo3Bonsie cTBOprOBaTH
psanku miakiIrodeHs 10 SQL-0a3 maHWX 1 KepyBaTh
ix ymicrom, kiac SqlConnection — migKIFO4aTUCS 0
SQL-6a3 ganux, xnac SqlCommand — BukoHyBaTu
koMauau Transact-SQL. 3amauero po3poOHUKa 3aco-
0iB gocryny g0 SQL-0a3 maHMX B TakOMy BUIAIKY
€ KOPEKTHE BUKOPUCTAHHS TaKHX KJIaciB 1 CTBOPEHHS
BimmmoBigHOI Tpadiuaoi obomoHkn (mis goro B C#
€ Bci HeoOXiTHI 3aCO0U MpOTpaMyBaHHS).

AHaJIi3 OCTaHHIX A0CTiIKeHb | MyOmiKamii moka-
3ye€, IO Y BUIMAJIKaX, KOJIM BiJI KOMIT IOTEPHOI CUCTEMHU
HE BUMAra€ThCs JOCATHEHHSI MaKCUMAJIbHOI IIBUJIKO-
nii (B IIbOMY BHITQJKy PEKOMEHIYETHCS BHKOPHUCTO-
BYBaTH, 30KpeMa, MoBH niporpamyBanHs C abo C++),
MoBa mporpamyBaHHiA C# € edexkTHBHUM 3aco0oM
OTPHMAaHHSI IPOTPAMHOTO KOy HEBEJIUKOTO PO3MIpY.
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IMocranoBka 3aBmaHHsA. MeTOIO IOCTIKSHHS,
PE3YIBTaTH SIKOTO OOTOBOPIOIOTHCS B CTATTI, € TIOKA3aTH
Y BHIJISIII HEBEIIMKOTO MPUKIITY MPOrPaMHOrO KOIy Ha
MOBI niporpamyBanHst C# sk MO)KHA OpraHi3yBaTH, BUKO-
PHCTOBYIOUM HaBEJICHI BHIIE KJIACH 1 JIONIATKOBO KLIbKA
IHIMX KIaci, eekTuBHUNA nocTyn 1o SQL-0a3 maHux
3arajbHOTO TIPH3HAYCHHS. AHAIOTIYHWN MIIXiJ MOXE
OyTH BUKOPHCTaHHUH, 30KkpeMa, 1 ipu po3podiri SCADA-
cucteM i 30epiranHs iH(OpMalii Tpo pe3yabTaTH
BUMIPIOBaHHS, (pOpMyBaHHsI KepyBaJIbHHUX BIUIMBIB, Bijl-
XUJICHHS BiJl HOPMAJIBHUX PEKUMIB POOOTH TOILIO.

Buxiag ocHOBHOro Martepiany JOCTiKeHHSI.
Cama SQL-6a3a naaux ctBoproBayiacs B Microsoft SQL
Server Management Studio, a mporpamMHHii Kom IS
JOCTyTy 10 Hei — B cepemoui Visual Studio 2019. Jls
nodarky podotu 3 SQL-6a3010 JaHUX HEOOXiTHO OTpPU-
MartH JI0 Hel JOCTyH (TOOTO T KITFOYUTHCS 110 Hel). Psok
MIIKITFOYEHHS. 0 TaKoi 0asy JaHMX, B 3aJI€KHOCTI Bif
Bepcii Microsoft SQL Server i iHIINX YMHHUKIB, MOXe
Oytu pisHUM. BiH mpencraBmsie cob0r0 KiJlbka BHPa3iB
Buny «llapamerp=3HaueHH», SKi BIIOKpEMIICHI OIUH
BiJI OJTHOTO CUMBOJIOM “‘;”. 3BUYAIHO BUKOPHUCTOBYFOThCS
napamerpu “‘Data Source” (mocumanHs Ha Microsoft
SQL Server), “Initial Catalog” (mocunanHs Ha 0a3zy
nmannx) 1 “IntegratedSecurity” (sxmo mis ayTeHTADIKAITT
BHUKOPHCTOBYETHCS 00MTiKOBHHA 3armic Windows, To Takuid
rapameTp MOBHHEH MAaTH 3HAYCHHS true).

Posrsimemo, B siKocTi mpuKkiamgy, ©0a3ly JaHHX
Electronic Components, ctBopery B Microsoft SQL
Server Management Studio 1 sika Bxxe yTpuMye€ B TaOITHII
Resistors BiciM 3ammuciB 3 iHGOPMAITIEO PO TaKi eIeK-
TPOHI KOMITOHEHTH, SIK PE3UCTOPH (IUB. pUC. 1).
MNominal_Resistance  MNominal_Power ~ Mumber_Of_Resistors
; 00 0.25 20

120 0.5 50
150 1 100
180 2 50
220 0.25 120
270 0.5 110

330 1 70
330 2 10
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Puc. 1. Ta6auus 3 ingopmauicro npo pe3ucTopu

HaBenenuii Hmk4ye (parMeHT KOOy JHO3BOJISIE
CTBOPHUTH PSJIOK MiAKIIOUEHHS [0 Takoi 0a3u JaHuX
(Bxe B Visual Studio 2019).

SqlConnectionStringBuilder
SqlConnectionStringBuilder
SqlConnectionStringBuilder();

_SqlConnectionStringBuilder .DataSource
@“\SQLEXPRESS”;

_SqlConnectionStringBuilder .InitialCatalog =
“Electronic_Components”;

~SqlConnectionStringBuilder .
IntegratedSecurity = true;

=new
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[Micns roro BUKOHAHHS BIIACTHBICTh
ConnectionString eK3eMIIIsIpa KJ1acy
SqlConnectionStringBuilder  Oyne matu psaaok mia-
KIIFOYCHHS, MOBHICTIO TOTOBUH 10 BHKOPUCTaHHS.
3okpema, ISl BIZKPUTTS TAKITIOUYEHHS BHKOPHCTO-
ByeThesi MeTon Open() xmacy SqlConnection, mms
3akputTst — metoy Close(). [y Toro, mo6 rapanTo-
BaHO 3aKpUTH MiaKIoueHHs a0 SQL-0a3u naHux,
PEKOMEHIIYEThCS BIKPUBATH TaKe IiAKIIIOUCHHS
B OJIOIIi USing — TaKWUM YWHOM, TPH BHUXOJI 3a MEXI
Takoro OJOKYy TIiAKIIOYEeHHs Oyne TapaHTOBaHO
3akpute. HaBenenuit Hmx4ye GparMeHT KOay J03BO-
JIsie CTBOPUTH, BIAKPUTH (i B MOJAJIBIIOMY 3aKPHUTH)
MiAKITIOYEHHS 0 Takoi 0a3u JaHuX.

using (SqlConnection _SqlConnection = new
SqlConnection(_SqlConnectionStringBuilder .
ConnectionString))

{

_SqlConnection_.Open();
// Komanau Transact-SQL

}

Jns BukonanHs komaHz Transact-SQL mepenoa-
JaeThcsl BUKOpHUCTaHHA Kiacy SqlCommand, skuit
JTO3BOJISIE BUKOHATH 3a OAMH pa3 TUIBKH OJHY TaKy
koMauay. [lpu upomy BnactuBicth CommandText
3amae  komaHay Transact-SQL, a BiacTuBicTh
Connection — migkmoderast 10 SQL-0a3m maHwmx.
Sxmo moTpiOHO BWKOHAHHS KOMaHIW Transact-
SQL 06e3 orpuMaHHS pE3yABTYIOHOTO HabOpy
(nanpuknan, INSERT), BHKOPHCTOBYETHCS METOX
ExecuteNonQuery() xnacy SqlCommand, 3 pe3yinb-
TYIOUUM HaOOpOM y BUNIISAL cKajsipa (Hampukian,
SELECT pa3zom 3 Sum) — ExecuteScalar(), 3 pe3ymnb-
TYIOUUM HA0OpOM y BHIVISAALI Tabmwii (HampuKIaj,
SELECT) — ExecuteReader().

Hanpuknan, BUKOHaHHS HaBEJICHOTO HUXKYe (hpar-
MeHTa komy (3amimiye coboro psjok // Komanmu
Transact-SQL) no3Bousie mogatu B Tadimirio Resistors
YOTHPH 3aIiCH (IUB. pHC. 2).

using (SqlCommand _SqlCommand =
SqlCommand())

{

_SqglCommand_.Connection = _SqlConnection_;

_SqlCommand _.CommandType =
CommandType.Text;

_SqlCommand .CommandText =  "INSERT
Resistors VALUES ( N'MJIT', 470.0, 0.25, 80) ;";

_SqlCommand _.ExecuteNonQuery();

_SqlCommand .CommandText =  "INSERT
Resistors VALUES ( N'MJIT', 560.0, 0.5, 30) ;";

_SqlCommand_.ExecuteNonQuery();

_SqglCommand _.CommandText =  "INSERT
Resistors VALUES ( N'MJIT', 680.0, 1.0, 60) ;";

new

_SqlCommand_.ExecuteNonQuery();

_SqlCommand .CommandText =  "INSERT
Resistors VALUES ( N'MJIT', 820.0, 2.0, 40) ;";

_SqlCommand_.ExecuteNonQuery();

Mumber_Cf_Resistors

Mominal_Resistance ~ Nominal_Power
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Puc. 2. Tabaunsg 3 AonaHo0 iHpopmanicio
NP0 YOTHPH PE3UCTOPH

BukoHaHHS 1HIIOTO HaBemEeHOTO HIX4YE (Qpar-
MEHTA KOJly JIO3BOJISIE BU3HAYUTH 3arajbHy KiJIbKICTh
pe3uctopiB B Tabmuili Resistors, sika gopiBHioe 780
(nuB. puc. 3).

using (SqlCommand _SqlCommand =
SqlCommand())

{

_SqlCommand .Connection = _SqlConnection_;

_SqlCommand_.CommandType =
CommandType.Text;

_SqlCommand .CommandText = "SELECT
SUM(Number Of Resistors) FROM Resistors ;";

Int32 Total Number Of Resistors = (Int32)
SqlCommand _.ExecuteScalar();

new

Console.WriteLine(Convert.ToString(Total _
Number Of Resistors));

}

Puc. 3. Pe3yabTar BUBHAUYEHHSI 3arajibHOI KJILKOCTI
pe3ucTopin

A BHKOHAHHS II€ OJHOIO HABEACHOI'O HILKYE
(hparMeHTa KOAY JO3BOJISIE OTPUMATH PE3YJIbTYIOUNI
HaOIp i3 3aMuCIB, IS SKUX HOMIHAIBHHH OTIip pe3nc-
topiB Oinmbre 300 OM (auB. puc. 4).

using (SqlCommand SqlCommand =
SqlCommand())

{

_SqlCommand_.Connection = _SqlConnection ;

_SqlCommand .CommandType =
CommandType.Text;

_SqlCommand .CommandText = "SELECT *
FROM Resistors WHERE Nominal Resistance >300;";

new
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using(SqlDataReader _SqlDataReader =
SqlCommand .ExecuteReader())

{
while (_SqlDataReader .Read())

{

Console.WriteLine(String.Format("{0}
{1:f0}  {2:2}  {3:n0}", SqlDataReader [0],
_SqlDataReader [1], _SqlDataReader [2],
SqlDataReader [3]));

138

Haseneni Bumie ¢parMeHTH MPOrpaMHOTO KOAY
JIO3BOJISIFOTH CTBOPIOBATH MPOTPAMHUIA KO/ Y BUTIIAI
KOHCOJILHOI TIporpaMu. AJie Ti %K cami KJIaCH MOXKHA
BUKOPHCTATH 1 IPU CTBOPEHHI, HAPUKJIa]l, TPOrpaMH
Windows Forms a6o WPF.

BucHoBku. B crarti mokaszaHo, 1m0, BUKOPHC-
TOBYIOYH BiJIITOBIIHI KJIACK MOBHU NPOTPaMyBaHHS

Puc. 4. Pe3y1bTaT BUZBHAYEHHS Pe3UCTOPiB
3 HOMiHAJBHHUM onopoM Oinbuie 300 Om

C#, MOXXHa TOCTAaTHBO JIETKO OpraHi3yBaTH HamIiii-
Huii noctyn Ao SQL-06a3 naHux, skuii Moxe OyTH
BUKOpHCTaHHH mpu cTBopeHHI BaacHUX SCADA-
CUCTEM.
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Lisovets S.M., Kiva I.L., Guida O.G., Vyshemirska Ya.S. ORGANIZING ACCESS TO DATA
IN SCADA SYSTEMS USING MICROSOFT SQL SERVER

Modern control systems for various technological objects, operations and processes, especially sufficiently
complex ones, almost always require external control. There is a perfectly working «mechanismy in the form
of SCADA systems for such control. But in some cases, when a small number of technological parameters and
one or two different interfaces / protocols are used, existing SCADA systems from well-known manufacturers
may be redundant, as not all their capabilities may be needed. As one of the options for creating your own
SCADA systems (under the task of a certain small production) is the use of the C# programming language. The
advantage of this approach is that as a result, you can get a SCADA system specifically for your production
tasks. One of the functions of SCADA systems is to work with data received during production (input signals
from sensors, output signals to executive mechanisms and regulatory bodies, signals about violations of
operating modes, etc.). Such data is constantly changing, often it is necessary to store it securely and be able to
access it at any time. In the conducted research, it was shown that to access data in the production process from
the SCADA system, you can use Microsoft SQL Server as a SQL database server, as well as a small code in the
Ct#t programming language that allows you to execute the necessary Transact-SQL commands. The advantage
of such access is that C#, as a modern programming language with many features, has built-in means of
accessing SOL databases, and the main task of the developer in this case is to use them effectively. These tools
include, in particular, the built-in C# classes SqlConnectionStringBuilder, SqlConnection, SqlCommand and
some others. They allow you to execute almost any Transact-SQL command using the ExecuteNonQuery(),
ExecuteScalar(), and/or ExecuteReader() methods.

Key words: database, class, control object, industrial automation, result set, technological parameter.
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